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ADVISORY ON PHISHING ATTACKS TARGETING DEPED
EMAIL ACCOUNTS

To: Schools Division Superintendents
Division Information Technology Officers
School Heads
All Others Concerned

1.  The Regional Information and Communications Technology (ICT) Unit
has recorded numerous incidents of phishing emails targeting Department
of Education (DepEd) accounts. These malicious emails fraudulently
impersonate legitimate institutions including the Land Bank
of the Philippines, to deceive recipients and gain access to sensitive data.

2. All personnel are hereby directed to adhere strictly to the following
protocols:
a. DO NOT click on any links, download attachments, or reply to these
suspicious messages;
b. DO NOT provide any passwords, OTPs, PINs, or personal/financial
details;
c. For concerns regarding Land Bank transactions, contact the bank
directly using verified contact details from official statements or their
legitimate website;
d. Mark them as spam and report them to your Division IT Officer and
cert@deped.gov.ph.

3. For immediate dissemination and strict compliance of all concerned.
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