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Republic of the Philippines
Department of Education

Cordillera Administrative Region
SCHOOLS DIVISION OF BAGUIO CITY

SECURITY ADVISORY
February 26, 2026

URGENT WARNING: “Migration and Upgrade” Phishing Email

DepEd CERT has detected an active phishing campaign targeting DepEd personnel.
The email uses the subject “Migration and Upgrading Accounts” and falsely claims
that accounts must be migrated to access Google Workspace for Education Plus. It
instructs recipients to click a suspicious link (e.g., “portal.gmail.com”).

THIS EMAIL IS FRAUDULENT. DO NOT CLICK THE LINK. DO NOT ENTER YOUR
PASSWORD.

Hello We're also excited to announce that all

i teaching and non-teaching personnel will
We hope this message finds you well. soon receive upgraded access to Google
We're reaching out to inform you of Workspace for Education Plus. This
some important updates regarding your includes:

D : £
opEd RoEOMOR = Google Classroom with enhanced

features
\ § Effective February 28, 2026: « Advanced Meet capabilities
All official DepEd emails have been « Al assistance via Gemini
migrated from Microsoft 365 = Extra Drive storage

Outlook to Gmail.

If you have any questions or need help
accessing your Outlook or Workspace

accounts, feel free to reach out to your
ICT coordinator.

Your new official email platform is now
accessible via Gmail
at portal.gmail.com.

We're also excited to announce that all

]
teaching and non-teaching personnel will Regards, g
soon receive upgraded access to Google DepEd ICT Services f
Workspace for Education Plus. This ictsupport@deped. gov.ph ¢
includes: ’

This is a credential-harvesting attack. Once you submit your login details, your
DepEd account can be compromised immediately, including access to official files,
emails, and financial systems.

Extreme caution is required. Do not fall for this scam.
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